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It is impossible to understand
cryptocurrency without first

discussing blockchain technol-

ogy, the underlying cryptocur-
rency technology with a wide
application outside of cryptocur-
rency—from securing property
deeds to safeguarding voting
tallies. When a transaction is
made, an algorithm generates an
original hash that is added to the
blockchain since it corresponds
to the previous blockchain entry.
The blockchain is usually publicly
available to all participants that
have loaded the software and
therefore it is theoretically
inalterable, meaning that the
cryptocurrency cannot be
double-spent. Without a central
arbiter to enforce the rules of the
system, the validation process of

the blockchain community keeps

the system honest.! However, due

to the time needed to confirm
transactions, lag time remains
one of cryptocurrencies limiting
factors as it takes more time to
process than traditional digital

transactions.
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What Is Cryptocurrency?

Cryptocurrency is a medium of exchange—or to some, an investment—originally
conceived of in the cyber, cryptographic, and Libertarian communities. Roughly
speaking, cryptocurrencies are created by those that hold a particular cryptocurren-
cy software on their computers. Most cryptocurrencies need mining—using these
computers’ computational power to solve increasingly complex mathematical equa-
tions.

Cryptocurrency wallets, which typically take the form of a smartphone app, hold
individual cryptocurrency. If one owns cryptocurrency, they must have an accom-
panying wallet, which serves as central depository for an individual’s cryptocurren-
cy. Once containing cryptocurrency, the wallet is used to buy and sell products or
to simply store the cryptocurrency while it gains value. These wallets are accessible
after keying in a randomly generated password, created at the time of setting up the
wallet, which consists of 11 words or more. Therefore, if a user loses their password,
they are unable to access whatever cryptocurrency they held within their wallet.

Once mined, the cryptocurrency generates a particular hash—an encrypted algo-
rithm that details the transaction history of the currency. With the most common
and lucrative cryptocurrencies (namely Bitcoin and Ethereum), the transaction
histories are posted to a public ledger which is accessible by anyone. Through en-
ergy intensive processes, this encryption can be broken, making cryptocurrencies
not necessarily anonymous. Outside of mining, cryptocurrency can be acquired
through market exchanges.

Given that financial markets are created by humans rather than a natural ordering
of markets, policymakers often interfere in financial markets when it suits their
political objectives, creating unnatural distortions and inefficiencies. White papers
have circulated since the 1990s on how to digitally free economics from politics and
develop a currency free from state oversight.

Crypto wallets can be hacked through hardware on smart phones, conducting trans-
actions on public Wi-Fi that is unsecured, and exploiting software bugs in crypto
add-ons (i.e. apps tracking the value of cryptocurrencies).’ This list does not even
take into account the possibility that in the future, quantum computing may be able
to conduct a huge number of calculations to break blockchain cryptography.* The
concept of Know Your Customer (KYC) protocols have been put in place to deter
money laundering and other malign economic activities.

Many cryptocurrencies have a cap on the amount of coins they create. This controls
for inflation and does not allow for human intervention into crypto economies.
Most cryptocurrencies are priced through strict supply and demand market signals.
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In these cases, there is no human intervention into the system to stabilize the price of a cryptocurrency—
hence, the wild volatility that has plagued many cryptocurrencies since their inception.

What Are Some Cryptocurrencies That Are Used By Malign Actors?

Terrorist groups and criminals have increasingly flocked to cryptocurrencies as a way to obfuscate their fi-
nancial gains. Additionally, they use cryptocurrency to fundraise, sell illegal drug/arms traffic, send remit-
tances/transfer funding, provide attack funding, and deliver operational funding.> Malign actors have moved
towards using this new technology after previous ways of sending and receiving money were closed by law
enforcement. In what follows, two cryptocurrencies (out of the 6,955 in existence®) are described. The first—
Bitcoin—remains the most popular, while the other—Monero—has been associated with malign actors due
to its obfuscated blockchain ledger.

Bitcoin: Bitcoin, which has a cap of 21 million Bitcoins, operates on a decentralized system using a peer-to-
peer network. When 51 percent of users confirm a transaction as valid, they compete against each other to
solve increasingly complex equations to verify the new block, then it is added to the blockchain. Anyone can
see all the Bitcoin transactions—though not necessarily what was purchased—provided they have the soft-
ware installed.

Monero: This cryptocurrency is lesser known than Bitcoin but more in line with the original cryptocurrency
philosophy since it holds the right to economic privacy, even for a malign actor, because individuals cannot
see that a transaction was made by a user. Unsurprisingly, Monero is most active in dark market communi-
ties, and was used as payment in the WannaCry ransomware attack.” Just like with Bitcoin, Monero also relies
upon miners to verify transactions as valid before being added to the blockchain. There is not a fixed amount
of Monero coins in the system, which makes it predisposed to inflation.®

How Is Cryptocurrency Utilized By Competitors?

China: China has recently rolled out its own cryptocurrency, dubbed the Digital Currency Electronic Pay-
ment (DCEP), which is essentially a digital version of its own currency—the Yuan. Its advantages include
decentralized banking wherein those residing in the countryside—and who are usually not tied into the
banking system—can participate in banking. However, unlike traditional cryptocurrency, the DCEP will re-
main under state control, which means, like traditional currencies, it can be manipulated by the state.” The
Chinese hope to eventually replace the dollar as the global reserve currency, and to the Chinese Communist
Party, this starts through spreading the DCEP into countries involved in the One Belt, One Road initiative. All
told, the DCEP may allow those in rural communities to increasingly experience economic gains, which have
been distributed unevenly throughout the country and allow the CCP to track financial crimes, yet the digital
currency also opens up users to being surveilled by the state and having their transaction data unknowingly
used by the state.

Iran: Iran does not currently have its own state-backed cryptocurrency. However, it would be a mistake to
think the Iranian state is disinterested in exploiting the use of this non-fiat currency. The Iranians have closely
followed cryptocurrency development and in fact, have been exposed as using cryptocurrency to evade sanc-
tions. Moreover, the Iranians have been avid miners of cryptocurrency. Despite utilizing cryptocurrency, the
insular Iranian government also remains suspicious of a competing currency that could undermine the state-
backed Rial."” Recently, the Iranian president has encouraged cryptocurrency mining within the government.
Further, the Iranian parliament has called for tightening regulations on cryptocurrency exchanges operating
within Iran.



Russia: While the state views blockchain technologies as potentially advantageous, it views cryptocurrency
as being associated with crime. As such, the Russian parliament has proposed bringing cryptocurrency un-
der state control and defining it as an asset versus a currency.!! Moreover, the Ministry of Finance has forbid
Russians from earning coins through cryptocurrency mining.'? Despite these bans, Russia’s prospering cyber-
crime community still prefers to deal in cryptocurrency to remain (partially) anonymous."

North Korea (DPRK): Like the Iranians, the North Koreans do not have their own state-backed cryptocur-
rency. Rather, the DPRK relies on cryptocurrency as a source of state revenue by way of theft. The DPRK has
been responsible for cryptocurrency heists from some of the largest exchanges, including Mt. Gox (formerly
the largest exchange in the world) and through ransomware attacks (e.g. WannaCry).

How Might SOF Anomalously Employ Cryptocurrency?

Assuming the appropriate authorities are in place or can be established, potential applications that fit into this

category include the following:

« using cryptocurrencies to make “anonymous” purchases

« using cryptocurrencies to make black market purchases

» using captured wallets to engage in masked cryptocurrency activity

« targeting nefarious actors using cryptocurrencies (via hacking, ransomware, etc.)

« using cryptocurrencies to facilitate payments

« use cryptocurrencies to pay ransoms—In this scenario, post a reward for the safe return of a U.S. citizen that
anyone could claim using a wallet on their phone.

« using cryptocurrency smart contracts to coordinate payment parameters and the transfer of funds without
face-to-face meetings—As one example, a smart contract might require an individual to upload a photo-
graph of a target, after which the contract would execute and the individual would receive payment.'*

Additional anomalous uses would be to outfit operators with the necessary equipment and training to exploit
enemy use of crypto on devices they acquire as part of the collected exploitable material and exploitation
process.’” m
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